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Statewide Institute for Research and Training in Cybersecurity, Forensics, & loT

Mission: Position Minnesota as a natignal leader in cybersecurity through

tnarshigs, interdisciplinary research,

and community engagement.

Goals:
* Position Minnesota as a national feads ylersecurity;
 Create thousands of new high-paying iohs.dnstite state’s cybersecurity industry;

* Serve as a statewide facilitator for cybersecurity research and education;
* Enhance Minnesota’s cibersecurity workforce, including reintegrating military veterans

by utilizing their s le arciY a
ous stalewi skaass Bn®higher education

Z
e Act as a cybersecuility dle¥i
communities;

* Attract new IT, financial,dhEalth€ars trdospb@atton Rititi/@ad defense companies to
Minnesota.
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State of MN IT Fairview Services

(MN.IT) Azule Foundation

Eaelprc‘)ltﬁs Medtronic

Elbit Systems OATI

Federal Reserve Maslon LLP

Bank of US General Mills

US Bank Tera Verde Services

State Legislators Cyber Security Summit
White Oak Sec i



» MN Cyber Range—A military grade Hyper-realistic simulation and training
platform; a first of its kind in the state of MN

» MN Cyber Academy—Provider of industry certifications at a nominal cost

» MN Cyber Pathways—A collaborative effort to develop a next generation fully
immersive cybersecurity curriculum for K-18

» MN Cyber Residencies—In-house Cyber Residencies for graduating seniors

» MN Cyber Placements—Internship, Apprenticeship and Placement
opportunities with in/out state employers via dedicated recruiters

» MN Cyber Assistantships—Paid Research Assistantship opportunities for both
undergraduate and graduate students to work on exciting projects under
Private, State, and, Federal Grants
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» Bachelors of Science (BS) in Cybersecurity

» Bachelors of Applied Science (BAS) in Computer Forensics

» BS in Computer Science and Computer Information Technology

» BAS in Information Assurance (offered through MIS)

» A minor/certificate in Cybersecurity that can be combined with any majors
» A minor/certificate in Computer Forensics

» Master of Science (MS) in Computer Science with concentration in
Cybersecurity

» Professional Science Master (PSM) in Computer Science with concentration in
Cybersecurity

» A Graduate Certificate in Information Assurance (offered through MIS)
» A Minor/certificate in E-Discovery 7
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» MS in Cyber Operations—Fall 2020

» 2 Graduate Certificate—Fall 2020

» Cyber Operations
» Digital Forensic and Investigations

» Cyber Forensics Research Lab—Fall 2020

» Cyber Residencies with Metro IT—Fall 2020

» MN Civilian Cyber Corp Legislation

» K12 Cyber Initiative

» Establishing more Internship/Apprenticeship
» MN Cyber Physical Space Ready —Spring 2022




Cybersecurity has become more than a job

Computing-based discipline involving technology, people, information, and processes to enable assured operations. It
involves the creation, operation, analysis, and testing of secure computer systems. It is an interdisciplinary course of
study, including aspects of law, policy, human factors, ethics, and risk management in the context of adversaries

* Cybersecurity is the practice of protecting
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 What is Cybersecurity and why it is
important? (Blog)

VULNERAB

CYBERSECU


https://blogs.absolute.com/cybersecurity-101/

Cyber Threat is real and growing

More than 40 Municipalities have been
the victim of cyber attack in 2019

Despite overall declines in malware
i United States
vcljlf.lme, ransomware.co.ntmues to pay 6,426,486
dividends for cybercriminals. All told, United Kingdom
global ransomware volume reached I381,801
India

110.9 milion I

German
for the first half of 2019 — a 15% surge

over the same period last year.
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<, Global average days Subsequent days
rec  retailers took to retailers then took to
att identify a breach! contain it!?

GLOBAL MALWARE ATTACKS
ulupdl dverdye per-recora cost
of a retail data breach
YOY INCREASE OF 1.7%!



Cyber crime will cost the world

6 Trillion USD by 2021

Cyber Security Market Worth
202.36 Billion USD by 2021



http://www.marketsandmarkets.com/PressReleases/cyber-security.asp
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CYBERSECURITY BUDGET THE GENDER GAP

SKILLS GAP STILL NOT SHRINKING WANTED: GROWTH IS SLOWING
OUALIFIED I 5 %
CANDIDATES
B9* af#* 32% o
say their entire
say their have unfilled say it takes six months cybersecurity staff is male.
cybersecurity teams (open) cybersecurity or more to fill
are understaffed. positions. cybersecurity jobs at

al*

say their cybersecurity

their organization.

say fewer than one-quarter teams have significantly

pf job candidates are . EXPECT AN INCREASE more men than women.
qualified for the cybersecurity
position for which IN CYBERSECURITY
they applied BUDGETS % OF MEN SAY MEN AND WOMEN HAVE EQUAL
7 9 OPPORTUNITIES for career advancement in

TOP 3 REASONS CYBERSECLURITY PROS
ARE CHANGING JOBS NEARLY S

Better financial 4 u %
B 2 % incentives (salary Wy

or bonus) elsewhere

cybersecurity roles at their organizations.

% OF WOMEN AGREE. This number increases
4 I to 59% of women among organizations with

diversity programs supporting women.

say university graduates
Promotion and development opportunities in cybersecurity are not

il prepared for the job N % ..
! challenges they'll face
Better work culture/environment

SAY THEIR BUDBETS OF ORGANIZATIONS HAVE ' '
T ARE SIGNIFICANTLY DIVERSITY PROGRAMS that : :
ISACA LINDERFLINDED support women in cybersecurity roles.



Cybersecurity.Skill Shortage

Minnesota

TOTAL CYBERSECURITY JOB OPENINGS @  SUPPLY OF CYBERSECURITY WORKERS @  GEOGRAPHIC CONCENTRATION @ TOP CYBERSECURITY JOB TITLES @
¢ Cyber Security Engineer
8,297 Very Low Average Cber ey Fre e
CYBERSECURITY WORKFORCE LOCATION QUOTIENT yber security Analys
SUPPLY/DEMAND RATIO e Vulnerability Analyst / Penetration

TOTAL EMPLOYED CYBERSECURITY VN MIN
WORKFORCE @ 2 zl fl O

Tester
e Cyber Security Consultant
1 7,71 1 — m . . e Network Engineer / Architect
I * Systems Engineer
National average National average e Cyber Security Manager /

2 O /] O Administrator

e Software Developer / Engineer
¢ Risk Consultant

http://www.cyberseek.org

14


http://www.cyberseek.org/

62%

of cybersecurity execs say that lack of skilled
staff is their #1 security operations
challenge

SANS SOC Survey 2019

61%

Of employers say that most cybersecurity
applicants are not qualified

ISACA State of Cybersecurity, 2017

62%

of cybersecurity professionals say their
organization is not providing an adequate level
of training to keep up with risks

The life and times of cybersecurity professionals
ESG and ISSA, 2017

45%

of employers believe that most applicants don’t
understand the business of cyber security

ISACA State of Cybersecurity, 2017
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Training Challenges

What Our Customers Have to Contend with

Training Does
Not Prepare for
the Real World

Tabletops, SANS courses,
and red vs. blue exercises
do not deliver a real-world
cyberattack experience

Training
Logistics

Registration, travel,

coordinating team schedules.

You can’t train whenever you
want

Training is Focused on
Operating Tools

Neglecting critical skills such as

communication, and
performance under pressure

Hard to Prepare for
Advanced Threats

Red teams hired to train blue
teams often cannot replicate
the capabilities of sophisticated
attackers

Lack of
Teamwork Training

Limited options to
develop critical
communication and
collaborative skills

16
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Introducmg MN Cyber Range

The “Flight Simulator? for Cybersecurity

Thekirst/Hyper-Realistic
Cybersecurty*=iramning Platform

h

G y CYBERDBIT EIbit Systemns

\

F

A = .,' PROTECTING A NEW DIMENSION :
of America
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The Principles o H‘yper-ReaIistic

Cyberattack-Simulation

Real-World Network Real-World Attacks

Mirroring a comprehensive
corporate network

Automated, simulated attacks
based on real-world scenarios

Hyper-
Realistic
Simulation

and Training

Real-World Tools Tracking and Feedback

Market Leading security tools,

as in a real-world SOG Recording, debrief, predefined goals,

automated trainee assessment

18



ber-Range Platform

Z

Entry-Level sSOC

SOC Training
Scenarios

Attack

Generator

- f

Advanced

Training
Scenarios

ICS
Training
Scenarios

Instructor Tools

Virtualized Network

Simulated
internet

Traffic
Generator

= :
i e s e S
User PC | Firewall Email Server Proxy Server Firewali Router
1
1
@ | R
cooodhad
————— = ----{ EE----- s ----=
ooog| 1 | gooo) - )
Uy [FE P Switch Bridge Switch -—
Desktop Linux Database
U McAfee paloalto —
Remote
Trainees

Pentesting

Training
Scenarios

o

Virtualized SOC

il \OEM
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Multiple
Roles

Tier-One Analyst
Tier-Two Analyst
SOC Manager

Diverse
Scenarios

Individual or team

Entry level to advanced, evasive
attacks

Multiple Attack Types: DDoS,
Defacement, Ransomware,
Trojans and more...

D

Multiple
Use Cases

* Individual Skill Development
* Team Training

* Onboarding New Members
e Candidate Assessment

* Playbook Testing
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»0n-Premise or Remote Capability

Executive
Leadership

> Automatic Scenario Emulator

» Cyber Crisis Response

» Training focused on improving Individual
and Team Skills

» Ability to plug-in other tools on a subnet
» Off-the-Shelf Content e
» Content Creation Tools
»Support for IT and OT Environments é

CISO & SOC Manager
* Cyber Crisis Management
 Attack Simulations

Senior Management
» Cyber Incident Response  .............

+ Tabletop Exercises

External
IT Department Contractors
e Coordinated Cyber - o Cyber Security
Response Dirills Awareness &

Prevention

Tier1
Security Analysts

¢ Incident Response - Triage,
Investigation & Response

General Employees

Tier2&3
Security Analysts e Cyber Security o
- Awareness & Prevention
* Advanced Investigation
& Response

e Skill Workshops

21



Tier 1SOC
Analysis

Malware
Analysis

Penetration
Testing

Tier 2 SOC
Analysis

Network
Forensics

Windows
Forensics

Advanced
Incident
Response

Industrial
Control
Systems

Linux
Forensics
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&CYBERBIT Cyber Range 3.5.11 Demo - Class 1

{HOME | Tier 1 SOC Analysis

Apache Shutdown

O Attack Scenarios

Search Q

Description

This scenario emulates an attack on the organizational publicly-accessible services. The attack
disrupts the operation of the service and utilizes basic methods to strengthen the attacker's
foothold in the system. In this scenario, the trainees are confronted with a disruption to
business critical components and need to act swiftly in order to maintain as much up-time as

©)

Apache Shutdown

Objectives

Practicing Linux and Apache logging research and basic forensics
Gaining hands-on experience with Apache, SSH client, and Linux management tools
DDOS SYN Flood Gaining hands-on experience with an event of brute-force attack

Attack Flow

= o @

o O

Firewall Training 1

Port Scanning SSH Brute Force Stop Apache Create Backdoor

Attack Services Scripts

@ New Training Yy Favorites

Difficulty Level

Medium

Recommended Skill Set

Network

03:00+-

Estimated Duration
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ﬁCYBERBIT Cyber Range 3.5.11 Demo - Class 1

{HOME | Settings

o5, Networks

f\’ + Add Network

0 Search

Networks

&) IP Network
IP Network 2
IP Network with EDR solution
Malware Analysis Network 1
Malware Analysis Network 2
Red Network 1

Red Network 2

{7 Students

IP Network

A Medium IP netw
and 5 Workstations

CNT-Centrify N
12saz040 e
] 2

CNT-BBX E enrsq | UNI-Zenoss s
192.168.200.52 ] 192.168.20023 192.168.200.133

+ B

[_] Stations ] Scenarios ¢, Networks

son

twork with a DMZ, Several Servers

1e wwwtech.com
200.4

Tatoa0ma 20610032 o omeons
CNT-Web-ProFTPd : CNT-\WEB-IIS

B ouromzem
172.16.10031

o : 17216.0007
152 "':x;-r I! lf - i)
\ E E B N | WEB Segme 192.168.213.X |
N D viwzo ' et omaz proxy
CNTDHCP . CNT-EPO CNT-Mail ] Lol 172.16.100.18
E 192.168.200.000 T 19236820030 | 1921682003 N\ i
CHT-FMS B f B 2
192.168.200.51 CNT-Files B i ::r"‘;"":‘l':"‘""""; b « www.nncom
197.168.900.6 o 3 -OMZ-Apaciel  WWwbbGcouk  c\rbup agache3
192,168.200.13 N V2ieaoun  CNTOMZApchez T, 0 0n 5y
I 1721610022
g
o/ intemet web
. y & 199.203.400.105  Internel-Mail
e 5 5 .08
{ 172.16.100.254
1Dz SNORI |
vy 17216066100 v 2oy \
T 19216866254 — — S 130212 — 3 199203100250 -
o enrw CNT-FW-DMZ CNT-RT-DMZ !
i 0211
25 | o &
WS-UbunturCotl - WS-Ubuntu-Cnt2 91‘53.\'“0 © 2 beisiarligae l i
1921681009 19216810024 A 8 2o e D 00 180186
B 22 Ry Intemet webMil
= ? s,
LA 2x05 B Q*’zo 5 2265, 6. 199.203,100.199
168100 i 5 ~25q...
& =
S \
WS WIn7-Cat1 WS Win7 Cnt2 |
192.168,100.40  192168.400.11 v zaz
R A L . [
SCA-OpenVEN  SCAHMI Custom Segment — 192.165.56.%
1830125 1282011 & ;L; 8 (Custom Segment ~ 19716856 X]
PUT R M0l CNT-DB-5QL
12168203 197 168218 . da
] & | SCADA Segment —12.8. 201X S PR RIURLIEG ¢}
1B )

| DE

gmmmir»: 274 X [

68.214.X |
R R

€N1-UB PastGrez  CNT-DB-PostGrel
1021682146  19218.214.5

VLAN X986 SCA L3 scads-r
192.168.250.253/20  194.168.254.252/29
Physical Layer

12.8.202.254
1y Training & Management
) LN 25T 10.72.50/51/52/53.X
[SCADA Segment —12.8.202 X ==
scapicn  scpLeoz Y i
12820111 12.8201.12
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ﬁCYBERBIT Cyber Range 3.5.11 Demo - Class 1

<{HOME | SOC day1

@ Attack Scenarios

@ Apache Shutdown @

~ [ Detection 2]

Detect a new port scanning
incident

O

Detect a successful
password brute force at

0 Detect failure of Apache
services

Analyze the reasons for the
% ([0 208 -
Apache services

» [] Response [=5]
» [] Prevention z2)

@ DB Dump via FTP Exploit

» \ \ Detection

» [] Response

Training Timeline

Active Scenario

Apache Shutdown

Ashley Robinson Evaluation Overall Rating
Comment Professional skills
Teamwork skills
Compliance

Total

Total Score
0/100

o5 Traffic Generator

Students

- X

5 Network

Ashley Robinson

Daniel Thompson

Donald Jackson

Edward Adams

Rec

Rec

Rec

Rec




& Sheldon Cooper Get Help @ Tr

N | SOC operator 4 i . X , STOP TRAINING
o es Hint L Full Solution 00:21:32

Investigation @ Video guide

Select attack type Evidence Type

¥| Show Attack Type

Port Scan

Q Fonsen 10 Automated Grading of

4 :
Q) portsen Collected Evidence

Port Scan Malicious File Malicious File

\J

Sanda Process SIEM Message: (Elbit) - 10:14:30 11:14:30 35

Sanda Process SIEM Message: (Elbit) - 10:14:30 11:14:30 3/5
Sanda Process SIEM Message: (Elbit) - 10:14:30 11:14:30 3/5
Sanda Process SIEM Message: (Elbit) - 10:14:30 11:14:30 3/5
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Trainee 01

Knowledge Quiz to Complement

Hands-On Training

27

Investigation Quiz

Answer the questions a:
your answers will be eve

the password is knowt
& the password is knowt

only the atta

er knov

the password was con

ock all traffic from th
& block all connections
Prevent ssh connectio

Update the Apache se

. what is the b

users should change t
& The domain administr.

Users should change

the passwords should

A End of Training

COMPLETE TRAINING

Dear trainee, The training has

been completed

Thanks for taking part in this session, see you

next time!




ICS Training

Real World OT Controllers, IT/OT Attacks

Instructor Tools

Attack Virtualized IT Network

A simulated |
internet . i
— Flrewall
: F _______
1 { —
o

| : El—
al)
ffffffffffffffffffffffffffffffffffff 5 9 - ﬁ@%
ZHR L ¥ ] o 0o urbine
P Web Server Q
1

| : Switch Per
= ==

o

Generator

..... & 8-t

D OO
ch oy —
Firewall Email Server Database SADsiial FLe
v Virtualized IDS

Turbine

U McAfee -Radar paloalto

ICS
Training
Scenarios

Virtualized SOC
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Training Info
1g: New Training
DB Dump via FTP Exploit
4

Training Activity
+ Port Scan Started
+ Port Scan Started

Rule: Port scanning Detected-
Port scanning detected
from:192.168.100.64
t0:192.168.213.3

Rule: Port scanning Detected-
Port scanning detected
from:192.168.100.64
t0:192.168.213.4

Rule: Port scanning Detected-
Port scanning detected
from:192.168.100.64
t0:192.168.213.5

Http Crawler Started

Rule: Port scanning Detected-
Port scanning detected
from:192.168.100.64
t0:192.168.200.1

Rule: Port scanning Detected-
Port scanning detected
from:192.168.100.64
t0:192.168.200.3

Rule: Port scanning Detected-
Port scanning detected
from:192.168.100.64
t0:192.168.200.6

00:16:

00:16:41

00:16:59

00:17:14

00:17:16

CNT-FMS
152,168.200.51

arcsight

192.168.66.1

Ws-Ubuntu-Cnti
192,166, mn £

ws-win7-cntl
192.168.100.10

CNT-DB-MySQOL
192.168.214.13

L

CNT-DB-PostGre2
192.168.214.6

CNT-SNORT
152,168.200.50 =1}

CNT-BEX
192.168.200.52

ws-win7-cntz
192.168.100.11

CHT-Centrify
192.168.200.40

E cnT-sOL
192.168.200.23
(B

102.168.200.100 W F

CNT Files
192,14 B.200.6

Arcsight-col
192.16B.66.3

W5-Ubuntu-Cnt2
102.168.100.24

User-AS

CNT-DB-S0QL
102.168.214.4

.

CNT-DE-PostGred
192.168.214.5

Http Crawler Started

01:16

CNT-Zenoss-NMms
192.168.200.133

CNT-EPO
152,168.200.3]

CNT-DC
192.168.200.1

CNT-Web-ProFTPd
152.168.213.3

VLAN 2100 / 2200

= E
cy-Mail
192/168.200.3

|-,

CNT-M 50L

192.16F 200.13

192.16%(06.254

i .

WLAM 2102 f 2202

CNT-WEB-Apacha

192,166.213.4
CNT-!

192,166.213.5

www.tech.com
CNT-DMZ-IIS
172.16.10014

CNT-DMZ-FTPZ
172.16.100.32 CNT-DMZ-DNS

L 172.16.100.6
E

CNT-DMZ-FTP1
172.16.100.31

WEB-IIS n
CNT-MailRelay
172.16.100.7

CNT-DMZ-Proxy

WLAN 2111/ 2211 1721610018

B
wwar.bbe.co.uk
CNT-DMZ-Apache2
172.16.100.22

www.foxnews.com
CNT-DMZ-Apachel
172.16.100.21

Www.cnn.com
CNT-DMZ-Apache3
172.16.100.23

Intarnet-Web
195.203.100.105 Internet-Mail

190.203.100.99
172.16.100.254 ! >V4

VLAN 2107 f 2207
130.2.1.2

e 3 VLAN 2101 / 2201

192.168.254.242/29 # — 199.203.100.254 —

2
S

utio

[interConnect Sey

\ VLAN 2198 / 2299

102,168 2>

SCA-OpenvPN
12.8.201.250

SCA-HMI
12.8.20L.1

X -—12.3.201.254—":‘-
SCA-L3

| SCADA Segment

WLAN 2198 f 2208

192.168.254.253/29 153

Physical L

hten\et Segrnent
!L'I!D 203.100. x

Internet- Myscu.
 199.203.100.13

CNT-RT-DMZ

Internat-Dns
195.,203,100.100

r St d t | O n';:ﬁf::;;a;l

WLAM 2112 f 2212
>4K | T o 197.168.110.X |

VLAMN 2156 f 2256

g Lustom sesment — 152, 106.50.A ]

scads-r

168.258.252/29

12.8.20

12,254

[Z 8 202X |

(== L=) (# =]
SCA-PLCOL  SCA-PLCOZ
12.5.200,11 12.B.20L12

|
14:00
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MN Cyber—Statewide institute for cybersecurity, Forensics, and loT
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Nationally recognized faculty & Researchers [ 3

AccessDara

I"I'I(

Access to industry experts in the form of

community faculty —==" Ifar A s - UXV!IQII
Dedicated labs and equipment for cybersecurlty, o Forensics
forensics, loT research and training Ce“ebr“_e

Powerful Virtual Infrastructure delivering mobile expertise x RY

'%
eccovsorT  JINIDG -




Faisal Kaleem

Faisal.Kaleem@metrostate.edu
651-793-1238
LinkedIn: Kaleemf
Twitter: @Kaleemf

www.metrostate.edu
www.mncyber.org
info@mncyber.org

Corey Blommel

Corey.Blommel@anokaramsey.edu
763-433-1154
LinkedIn: corey-blommel-437829a

www.anokaramsey.edu/
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