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Statewide Institute for Research and Training in Cybersecurity, Forensics, & IoT 

Mission: Position Minnesota as a national leader in cybersecurity through 
education, innovative public/private partnerships, interdisciplinary research, 
and community engagement.

Goals:
• Position Minnesota as a national leader in Cybersecurity;
• Create thousands of new high-paying jobs in the state’s cybersecurity industry;
• Serve as a statewide facilitator for cybersecurity research and education; 
• Enhance Minnesota’s cybersecurity workforce, including reintegrating military veterans 

by utilizing their specialized skills and training;
• Act as a cybersecurity clearinghouse for statewide business and higher education 

communities; 
• Attract new IT, financial, healthcare, transportation, utility and defense companies to 

Minnesota.
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MN Cyber Institute
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MN Cyber Range—A military grade Hyper-realistic simulation and training 
platform; a first of its kind in the state of MN

MN Cyber Academy—Provider of industry certifications at a nominal cost

MN Cyber Pathways—A collaborative effort to develop a next generation fully 
immersive cybersecurity curriculum for K-18

MN Cyber Residencies—In-house Cyber Residencies for graduating seniors

MN Cyber Placements—Internship, Apprenticeship and Placement 
opportunities with in/out state employers via dedicated recruiters

MN Cyber Assistantships—Paid Research Assistantship opportunities for both 
undergraduate and graduate students to work on exciting projects under 
Private, State, and, Federal Grants
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MN Cyber Offerings



 Bachelors of Science (BS) in Cybersecurity

 Bachelors of Applied Science (BAS) in Computer Forensics

 BS in Computer Science and Computer Information Technology

 BAS in Information Assurance (offered through MIS)

 A minor/certificate in Cybersecurity that can be combined with any majors

 A minor/certificate in Computer Forensics

 Master of Science (MS) in Computer Science with concentration in 
Cybersecurity

 Professional Science Master (PSM) in Computer Science with concentration in 
Cybersecurity

 A Graduate Certificate in Information Assurance (offered through MIS)

 A Minor/certificate in E-Discovery 7

Cyber related programs at 
Metropolitan State University



MS in Cyber Operations—Fall 2020

 2 Graduate Certificate—Fall 2020
 Cyber Operations

 Digital Forensic and Investigations

 Cyber Forensics Research Lab—Fall 2020

 Cyber Residencies with Metro IT—Fall 2020

MN Civilian Cyber Corp Legislation

 K12 Cyber Initiative

 Establishing more Internship/Apprenticeship

MN Cyber Physical Space Ready —Spring 2022

Plans for 2020 and Beyond



• Cybersecurity is the practice of protecting 
systems, networks, and programs from 
digital attacks. 

• In an organization, the people, processes, 
and technology must all complement one 
another to create an effective defense 
from cyber attacks.

• What is Cybersecurity and why it is 
important? (Blog)

What is Cybersecurity?

Cybersecurity has become more than a job
Computing-based discipline involving technology, people, information, and processes to enable assured operations. It 
involves the creation, operation, analysis, and testing of secure computer systems. It is an interdisciplinary course of 

study, including aspects of law, policy, human factors, ethics, and risk management in the context of adversaries

https://blogs.absolute.com/cybersecurity-101/
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Cyber Threat is real and growing 

More than 40 Municipalities have been 
the victim of cyber attack in 2019
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Marketandmarkets analysis, 2017

Cyber Security Market Worth 

202.36 Billion USD by 2021

Cyber crime will cost the world 

6 Trillion USD by 2021

http://www.marketsandmarkets.com/PressReleases/cyber-security.asp


2019 Skill Gap Statistics
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http://www.cyberseek.org

Cybersecurity Skill Shortage

http://www.cyberseek.org/
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Global Training Crisis | Some Stats

of cybersecurity execs say that lack of skilled 

staff is their #1 security operations 

challenge 

SANS SOC Survey 2019

62% 

of cybersecurity professionals say their 

organization is not providing an adequate level 

of training to keep up with risks

The life and times of cybersecurity professionals

ESG and ISSA, 2017

62% 

Of employers say that most cybersecurity 

applicants are not qualified

ISACA State of Cybersecurity, 2017

61% 

of employers believe that most applicants don’t 

understand the business of cyber security

ISACA State of Cybersecurity, 2017

45% 
?

?
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Training Challenges
What Our Customers Have to Contend with 

Training Does 

Not Prepare for 

the Real World

Tabletops, SANS courses, 

and red vs. blue exercises 

do not deliver a real-world 
cyberattack experience

Training is Focused on 
Operating Tools

Neglecting critical skills such as 
communication, and 
performance under pressure

Lack of 

Teamwork Training

Limited options to 

develop critical 

communication and 

collaborative skills

Hard to Prepare for 
Advanced Threats

Red teams hired to train blue 
teams often cannot replicate 
the capabilities of sophisticated 
attackers

Training 

Logistics

Registration, travel, 
coordinating team schedules. 
You can’t train whenever you 
want 
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Introducing MN Cyber Range
The “Flight Simulator” for Cybersecurity

The First Hyper-Realistic 

Cybersecurity Training Platform 
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The Principles of Hyper-Realistic 
Cyberattack Simulation

Real-World Tools

Market Leading security tools, 
as in a real-world SOC

Hyper-

Realistic 

Simulation 

and Training

Real-World Network

Mirroring a comprehensive 
corporate network

Real-World Attacks

Automated, simulated attacks 
based on real-world scenarios

Tracking and Feedback

Recording, debrief, predefined goals, 
automated trainee assessment



The Cyber Range Platform



Diverse Use Cases and Scenarios
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Diverse 
Scenarios 

• Individual or team

• Entry level to advanced, evasive 
attacks

• Multiple Attack Types: DDoS, 
Defacement, Ransomware, 
Trojans and more…

Multiple 
Use Cases

• Individual Skill Development

• Team Training

• Onboarding New Members

• Candidate Assessment

• Playbook Testing 

• Tier-One Analyst

• Tier-Two Analyst

• SOC Manager 

Multiple 
Roles



On-Premise or Remote Capability

Automatic Scenario Emulator

Training focused on improving Individual 
and Team Skills

Ability to plug-in other tools on a subnet

Off-the-Shelf Content 

Content Creation Tools 

Support for IT and OT Environments 
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MN Cyber Range Features and Courses 



MN Cyber Range Training Options 



Detailed briefing; goals and guidelines
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Comprehensive Network
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Ongoing Recording, Playback and Goal Tracking



Automated Assessment
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Automated Grading of 

Collected Evidence



Automated Assessment
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Knowledge Quiz to Complement 

Hands-On Training



ICS Training 
Real World OT Controllers, IT/OT Attacks
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MN Cyber—Statewide institute for cybersecurity, Forensics, and IoT
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Attack Execution/Observer Station
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MN Cyber Physical Space



Nationally recognized faculty & Researchers

Access to industry experts in the form of 
community faculty

Dedicated labs and equipment for cybersecurity, 
forensics, IoT research and training

Powerful Virtual Infrastructure
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Other Available Resources



Contact Info
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Faisal Kaleem
Faisal.Kaleem@metrostate.edu

651-793-1238
LinkedIn: Kaleemf
Twitter: @Kaleemf

www.metrostate.edu
www.mncyber.org
info@mncyber.org

Corey Blommel
Corey.Blommel@anokaramsey.edu
763-433-1154
LinkedIn: corey-blommel-437829a

www.anokaramsey.edu/



Thank You
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Questions

DHS/NSA designated CAE-CDE institution


