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§ Introductions

§ Clark Griswold wants to hack Santa

§ Lets help Santa defend the North Pole network!

Agenda



Who’s this guy?

Security engineer for 7 Minute Security

Podcaster

I love to share what I learn!



Who’s this guy?



Who’s this guy?



Clark Griswold is upset…



Clark Griswold is upset…
I’m gonna get you 
for this, Santa!



§ Drop a device on Santa’s workshop network

§ Sniff the network for credentials

§ Take over domain controllers in 2 commands

§ Crack Kerberoastable accounts

§ Abuse (lack of) SMB signing 

§ Pass the local admin hash!

Clark Griswold’s plan of attack



Lets defend Santa’s workshop!
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Drop a device on Santa’s workshop network



Drop a device on Santa’s workshop network



Drop a device on Santa’s workshop network



Drop a device on Santa’s workshop network



How can Santa defend against this?
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Fing box



Fing box



Fing box



§ Drop a device on Santa’s workshop network (worked!)

§ Sniff the network for credentials

§ Take over domain controllers in 2 commands

§ Crack Kerberoastable accounts

§ Abuse (lack of) SMB signing 

§ Pass the local admin hash!

Clark Griswold’s plan of attack



Sniff the network for credentials

Responder is a LLMNR, NBT-NS and MDNS poisoner, with built-in 
HTTP/SMB/MSSQL/FTP/LDAP rogue authentication server supporting 
NTLMv1/NTLMv2/LMv2, Extended Security NTLMSSP and Basic HTTP 
authentication. 

Said another way: “It tricks systems into coughing up credentials!”



Sniff the network for credentials



Sniff the network for credentials



Head Elf’s PC

Great! Here comes some authentication info!

Sorry, nope!  Never heard of it.

DNS 
Server

That’s meeee!!! Muwahahhwhahhohoha!!!

Clark

Hey DNS server, ever heard of rudolf?

Jason (sysadmin)

Aaaaaaanybody else (Netbios/LLMNR?)?
Head Elf’s PC

Hahaha!



Sniff the network for credentialsSniff the network for credentials



How can Santa defend against this?
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Scan for Responder!



Scan for Responder!



Disable insecure network protocols
Computer Configuration > Administrative Templates > Network > DNS Client



Disable insecure network protocols
Network control panel > Connection properties > IPV4 > Advanced > WINS



Stop users from picking bad passwords!



Stop users from picking bad passwords!



Stop users from picking bad passwords!
Three free/cheap options help you stop bad password use!

Option 1: Pwned Passwords API

Option 2: Pwned Passwords DLL

Option 3: SafePass.me

Pwned Passwords API Pwned Passwords DLL SafePass.me
Cost $3.50/month Free See Website

Local or cloud hosted? Cloud Local Local

Password data transmitted over 
the Internet? Partial No No

Requires local storage of password 
wordlists? No Yes Yes

Allow custom wordlists? No Yes Yes



Option 1: Pwned Passwords DLL



Option 1: Pwned Passwords DLL



Option 1: Pwned Passwords DLL



Option 1: Pwned Passwords DLL



Option 1: Pwned Passwords DLL



Option 2: Pwned Passwords API



Option 2: Pwned Passwords API



Option 2: Pwned Passwords API

PwnedPasswordsDLL-API



Option 2: Pwned Passwords API



Option 3: SafePass.Me



Option 3: SafePass.Me



Option 3: SafePass.Me



Option 3: SafePass.Me

^^^ Warning about this pop up message! ^^^



Audit for bad passwords in your AD



Audit for bad passwords in your AD



Audit for bad passwords in your AD



Stop people from picking bad passwords!
Three free/cheap options help you stop bad password use!

Option 1: Pwned Passwords DLL

Option 2: Pwned Passwords API DLL

Option 3: SafePass.me

Pwned Passwords API Pwned Passwords DLL SafePass.me
Cost Free (or not) Free See Website

Local or cloud hosted? Cloud Local Local

Password data transmitted over 
the Internet? Partial No No

Requires local storage of password 
wordlists? No Yes Yes

Allow custom wordlists? No Yes Yes



§ Drop a device on Santa’s workshop network (worked!)

§ Sniff the network for credentials (worked!)

§ Take over domain controllers in 2 commands

§ Crack Kerberoastable accounts

§ Abuse (lack of) SMB signing 

§ Pass the local admin hash!

Clark Griswold’s plan of attack



Take over domain controllers in 2 commands

Using any AD account, connect over SMB to the 
victim server, and trigger the SpoolService bug. 

The attacker server will connect back to you over 
SMB, which can be relayed with a modified 
version of ntlmrelayx to LDAP. 

Using the relayed LDAP authentication, grant 
Resource Based Constrained Delegation 
privileges for the victim server to a computer 
account under the control of the attacker. 

The attacker can now authenticate as any user 
on the victim server.



Take over domain controllers in 2 commands



Take over domain controllers in 2 commands



Take over domain controllers in 2 commands



Take over domain controllers in 2 commands



How can Santa defend against this?
5
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Patch all the things J



§ Drop a device on Santa’s workshop network (worked!)

§ Sniff the network for credentials (worked!)

§ Take over domain controllers in 2 commands (worked!)

§ Crack Kerberoastable accounts

§ Abuse (lack of) SMB signing 

§ Pass the local admin hash!

Clark Griswold’s plan of attack



Crack Kerberoastable accounts

In other words: 
“Any valid user can request (and crack!) hashes for service accounts…”

What is Kerberoasting?



Crack Kerberoastable accountsCrack Kerberoastable accounts



Crack Kerberoastable accountsCrack Kerberoastable accounts



How can Santa defend against this?
6
1



§ Drop a device on Santa’s workshop network (worked!)

§ Sniff the network for credentials (worked!)

§ Take over domain controllers in 2 commands (worked!)

§ Crack Kerberoastable accounts (worked!)

§ Abuse (lack of) SMB signing 

§ Pass the local admin hash!

Clark Griswold’s plan of attack



Abuse SMB signing



Abuse SMB Signing

Source: https://pen-testing.sans.org

This is Mark. I’d like to login.

If you’re really Mark, then encrypt this 
challenge with Mark’s PW hash

Here’s the encrypted challenge

Access Granted



Source: https://pen-testing.sans.org

This is Admin. I’d like to 
login.

Encrypt challenge X with the 
admin hash 

Here’s the encrypted 
challenge

Access DENIED

This is Admin. I’d like to 
login.

Encrypt challenge X with the 
admin hash 

Here’s the encrypted 
challenge

Access GRANTED!!

Inventory Server Attacker Target

Abuse SMB Signing



Abuse SMB Signing



Abuse SMB Signing



How can Santa defend against this?
6
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GPOs to the rescue!



SMB signing: enabling it everywhere



SMB signing: enabling it everywhere



§ Drop a device on Santa’s workshop network (worked!)

§ Sniff the network for credentials (worked!)

§ Take over domain controllers in 2 commands (worked!)

§ Crack Kerberoastable accounts (worked!)

§ Abuse (lack of) SMB signing (worked!)

§ Pass the local admin hash!

Clark Griswold’s plan of attack



Pass the local admin hash!



Pass the local admin hash!



Pass the local admin hash

Papa Elf’s PC

Head Elf’s PC

File server

Database server

Email server

Pwn3d!

App server



How can Santa defend against this?
7
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LAPS!



LAPS: Local Administrator Password Solution



LAPS: Local Administrator Password Solution



LAPS: Local Administrator Password Solution



§ Drop a device on Santa’s workshop network (worked!)

§ Sniff the network for credentials (worked!)

§ Take over domain controllers in 2 commands (worked!)

§ Crack Kerberoastable accounts (worked!)

§ Abuse (lack of) SMB signing (worked!)

§ Pass the local admin hash! (worked!)

Clark Griswold’s plan of attack



§ Monitor for Responder – run ResponderGuard and watch for eventID 8415

§ Disable NBT-NS/LLMNR – make sure nothing in your enterprise needs these protocols!

§ Pick awesome passwords – free solutions can stop users from picking bad ones

§ Turn on SMB signing everywhere – watch for compatibility/performance issues

§ Install Local Administrator Password Solution – just do it! J

§ Patch your domain controllers (and everything else)!

Recap!



Questions?

@7MinSec www.7ms.us
(podcast)


